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out of the chart from the website is attached as Exhibit 5.

13. Before any applicant could apply for a badge, NASA also required JPL to
make an initial determination about the “risk classification” appropriate for any
particular job. As more particularly described in the declaration of Cozette Hart,
NASA required JPL to determine which jobs should be classified as having low,
moderate, or'high risk in accox;dance with the criteria NASA gave JPL since only
JPL knew who required access to the facility. A very high percentage of those
needing badges in order to access JPL’s facilities have a risk classification of “low,”
which results in the least intrusive background check available. Each of the
Plaintiffs in this case was classified as “low” risk. 7

14.  Once risk classification was complete, new badge applicants were
allowed to begin the process of af)plying for a badge with the federal government
when they received an “initiation e-mail.” These initiation e-mails are sent to
applicants on a rolling basis from JPL’s Office of Protective Services (“OPS”) at
NASA’s request. The e-mails tell the applicant that he or she could then begin the
new badge application process, and that the applicant has 10 days from receipt of the
initiation e-mail to complete the government’s required forms.

15. Badge applicants formally begin the application process on the federal
government OPM’s secure online system called “e-QIP.” No applicant can pre-
apply for clearance, and can only access the e-QIP website to start the application
process when they have been invited to do so through an initiation e-mail.

16.  The primary form applicants complete on e-QIP is Standard Form (“SE”)
85. A copy of SF 85 is attached as Exhibit 1 to Plaintiffs’ Complaint. SF 85isa
standard form used by the federal govemmeﬁt for employees who seek employment
within the federal government. JPL did not create SF 85, and did not select SF 85 as
the form to use for these purposes. Applicants complete SF 85 entirely through e-
QIP by logging on to e-QIP and entering the requested information via their

computer. Thus, the applicants provide the responsive information directly to the -
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federal government, and not to JPL.

17. SF 85 contains a five-page questionnaire, which asks 14 different
questions. The first page contains questions asking for the applicant’s name, gender,
citizenship status, date and place of birth, social security number, and whether the
applicant has used other names. On the second and third pages of the form, the
applicants are asked to identify where they’ve lived and worked for the past five
years, and where they went to school.

18.  On page four of SF 85, the applicants are asked to list three people who
know them well. In assisting applicants with completing SF 85, JPL has stated that
applicants can comply with this question by listing three of their JPL co-workers, so
long as the references haven’t otherwise already been listed on the form. These
references are then mailed a form request which asks for their yes/no responses to
several questions. ,

19.  On page 5 of SF 85, the applicants provide information about their
selective service record and their military.histo_ry. The last question asks whether the
applicants have used, possessed, supplied or manufactured illegal drugé in the last
year. This question specifically states that the applicants’ truthful response to this
question cannot be used as evidence in any criminal proceeding.

20. The last page of SF 85 is an Authorization for Release of Information
(“Authorization™). The Authorization states that any information disclosed in
response to the Authorization “is for official use by the Federal Government only for
the purposes provided in this Standard Form 85, and may be redisclosed by the
Government only as authorized by law.” JPL has specifically advised all of the
potential applicants that the SF 85 Authorization does not allow the federal
government to access an applicant’s medical records or personal financial records,
and that the information Plaintiffs provide on SF 85 will not be distributed publicly.

71.  JPL has maintained a web-site which provides answers for JPL personnel

to answer frequently asked questions. On this website JPL has advised its personnel
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that the Authorization does not allow for the release of medical information or
personal financial information.

72 SF 85 also advises the applicants that all information provided in
response to the questionnaire will be protected from unauthorized disclosure and is
governed by the Privacy Act. In the course of my work regarding the badge-issuance
process, I have been informed by OPM that all information applicants provide
through e-QIP will be maintained in a confidential and secure manner.

23.  After the applicant completes SF 85, then a person in JPL’s OPS

department reviews the form and “approves” it. In this context, to “approve” the
form simply means that someone has verified that the applicant provided all of the
information requested in SF 85. The approvers do not disclose any information
contained on the form to anyone else and no one at JPL takes any steps to investigate
or confirm the accuracy of any of the information provided on SF 85. Currently, JPL |
has hired approximately 22 contractors -- who have at least secret clearances and are
approved by OPM -- to fulfill the approver function. Once the approver has verified
that the applicant has responded to all of the questions, then the SF 85 is sent to the
federal government’s OPM for further processing.

24.  After the approver has forwarded the SF 85 to OPM, JPL does not
maintain any record of the data contained within SF 85. Because all of the data is
entered electronically by the applicants, it is maintained in OPM’s e-QIP program.
While some of the approvers may print the SF 85’s as part of their review process, |
once the forms have been approved, all hard copies of the SF 85 are shredded. JPL
maintains no record of the SF 85 the applicants complete.

25.  Once applicants fill out SF 85 and it is confirmed that the applicant has
provided all of the requested information, the forms reside with the federal
government’s OPM. OPM and NASA then “adjudicate” the application, meaning
that the fedéral government does a background check and decides whether or not to

give the employee a badge. JPL plays no role and has no input in the adjudication
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process.

26. After NASA and OPM adjudicate an application, the individuals are
notified by NASA if they did not pass. Those who do not pass can appeal the
decision with NASA.

27. JPL plays no role in the appeal process, and is not advised of the reasons
why an applicant is denied a badge.

The Status of the Badge Issuance Process at JPL

28.  Since April, 2007, we have sent initiation e-mails to over 6,500 people.
Of those, more than 4,100 have had their completed applications forwarded to OPM
and NASA for adjudication. Over 57,000 individuals are subject to the new badge-
issuance requirements at all NASA facilities. As of August 31, 2007, over 46,000
individuals have applied for their badges across the country. I am not aware of any
reports of the actual implementation of any of the types of improper investigative
techniques Plaintiffs suggest might happen.

29.  Three of the named plaintiffs are Julia Bell, Amy Hale, and Peter
Shames. These three individuals have already provided the information requested in
SF 85, to the government through OPM’s e-QIP program.

30. Ihave read in some of plaintiffs’ moving papers concerns about whether
Caltech faculty members who might visit the JPL facility will be treated differently
than JPL employees. This is not the case. Anyone who requires, or desires,
unescorted access privileges to JPL must apply for and receive a badge from NASA.
This includes faculty at Caltech.

Some Plaintiffs Had Security Clearances

31. Ihave read in plaintiffs’ moving papers that certain of them have held
security clearances in the past. Those individuals are Susan Foster, Dennis Byrnes,
James Kulleck, Celeste Satter, Paul Weissman, and Amanda Mainzer. Baséd on my
own personal experience, as well as being responsible for security at JPL, I know

that these individuals underwent a far more extensive background check than what is
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being asked of them here In order to obtain a security clearance of the type Plaintiffs
previously obtained. For example, in order to obtain a secret security clearance,
these plaintiffs disclosed to the government more than ten years of residential history
(instead of the 5 years requested in SF 85), more than ten years of employment
history (instead of the five years requested in SF 85), information regarding their
family members (none of which is asked for in SF 85), and details about their travels
outside the United States (which is also not asked for in SF 85). Today, in order to
receive a security clearance, an appliéént would complete, at a minimum, an SF §5P
form, or an SF86. Attached as Exhibit 6 is a chart summarizing the differences
among SF 85, SF 85P, and SF 86.

32. Nineteen of the 28 plaintiffs were previously issued an identification
badge known as the “OneNASA” badge. One of the requirements to receive a
OneNASA badge was for the applicant to provide his or her fingerprints.

I declare under penalty of perjury under the laws of the United States of

America that this declaration is true and correct and that I signed this declaration on
the date listed below in Pasadena, California.

=
Executed this & /° ’d/ay of September 2007 in Pasadena, California.

foy

. ﬂgﬁy J. Aden
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February 22, 2007 - First email received on the new process:

Date: Thu, 22 Feb 2007 19:30:04 -0800
To: "All Personnel" <all personnel@list jpl.nasa.gov>
" From: Office of the Director <ood@mail.jpl.nasa.gov> _
Subject: Homeland Security Presidential Directive 12 (HSPD-12), a New Badging and Identification

- System. - _
X-Source-IP: thrasher.jpl.nasa.gov {137.79.73.70]

* X-Source-Sender: ood@mail.jpl.nasa.gov

X-AUTH: Authorized ‘ |
... - Reply-To: Office of the Director <cod@mail.jpl.nasa.gov>

OFFICE OF THE DIRECTOR
February 22, 2007
To: . JPL Employees and Contractor Pérsonncl,

From:  Charles Elachi

- Subject:” Homeland Security Presidential Directive 12 (HSPD-12), a New Badging and Tdentification
System _ o o i ‘

. The Federal government is developing a new identification system which allows individuals to have
. expanded access to federal facilities and information systems across agencies. The system will require
' new upgraded badges different from the badges NASA began issuing last year.. NASA, along with ‘
other Federal departments and agencies, is working to meet an October, 2007 deadline for the new
badge issuance. : L e
' The new badge requires significant changes in the process of issuing badges. Although much of the -
- process is not new to NASA civil servants, this will bea change for JPL employees, affiliates and -
subcontractor personnel requiring unescorted access to the JPL facility or future access to JPL IT
applications. ‘ S - .
Over the next month, you will be receiving more details about what is required of you I encourage
everyone to support this program, as I believe it will impart a more secure work environment for us all.
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Date: Wed, 28 Mar 2007 15:47:53 0700 | REDACT E D

To: “All Personnel” <all.personnel@list jpl.nasa.gov>
From: "jerry w. suitor" <jsuitor@jpl.nasa.gov> _
Subject: NASA's New Badging Program - What you need to do
X-Source-IP: mac01038104306,jpl.pasa.gov [137.78.3.219]
X-Source-Sender: jsuitor@jpl.nasa.gov
X-AUTH: Authorized . A

Reply-To: “jerry w. suitor" <jsuitor(@j] pl.nasa.gov>

All federal departments and agencies are issuing a new identification badge, including NASA. The

- pew badge is in response to Homeland Security Presidential Directive 12 (HSPD-12), Policy for a
Common Identification Standard for Federal Employees and Contractors. Throughout the federal

government this new badge is referred to as a PIV. -Ii credential (Personal Identity Verification}.

Between i;ow and October 27, 2007 all federal é'rnployées, JPL employees, foreign nationals and
subcontractor personnel requiring unescorted access to our facilities or access to computer systems
must have the new PIV-II credential. This common identification credential can be used to access other

federal facilities, making entry onto other NASA centers much easier.

You may be thinking, “Why does JPL have to do this?” Although JPL is managed by Caltech, JPL is a
federal facility with the buildings and facilities owned by the federal government. The HSPD12
andate is specifically directed to government facilities, including JPL. o

The new credential will be a smart card -- a credit card-sized badge containing an integrated circuit
chip. Primary differences between the current JPL/NASA badge and the PIV-1I credential include the
type of data collected and stored on the badge. The chip will not contain Social Security Number
{SSN) or other privacy related information. Information stored in the chip will be limited to name, JPL
user name, photo, electronic IT certificate, affiliation (JPL, civil servant, etc.), citizenship, a Personal

 Identification Number (PIN) and the prints of two fingers.

A background investigation is part of the requirements for the PIV-II credential. As Dr. Elachi stated in
his Lab-wide email, this process is not new 1o federal employees. Every federal employee goes through
this process before they're hired, JPL is the only NASA Center to have not completed-this process.

o To be issued the new PIV-II credential, specific actions will be required from each of us: -

1. Submit a completed electronic application for a background investigation to the Office of
Personnel Management (OPM). This application will be sent to individualsvia an email from
the Office of Protective Services (JPL Security). For instructions on this process please visit .
: http://hspd12.jplnasa.gov/GettingaBadge/; ‘ : ‘

2. Provide signed releases, and bave a photo and set of fingerprints taken; o
Provide proof of citizenship and identity by presenting two forms of identification, commonly
referred to as -9 data; ' — o
Create a PIN for the smart card when it arrives; and

- Repeat the process every five years.

w
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REDACIED.

The effort to re-badge approximately 11,000 individuals at JPL by October 2007 is daunting. Over the
next few months you will bé receiving more communications regarding the detals of this
implementation. '

In thg.meanﬁma, I welcome you to visit httn//hspdl2.iplnasa goy. This sité will be updated ovr:;r the
next mounth to provide resources which will guide you through the process; including a badging
schedule, process instructions, form guidelines and FAQs. ‘ "

If you have additional questions or comments please either forward them to 81 Q~354~4€}50 or
hsdpl2(@jpl.nasa.gov or have a conversation with your supervisor or manager. '

Thank you fbr your suppo?t.

Jerry Suitor
HSPD-12 Implementation Manager, JPL

-

Date: Wed, 4 Apr 2007 18:44:37 -0700

To: "All Personnel” <l personnel@list jpl.nasa.gov>
From: Jerry Suitor <Jerry. W_Suitor@jpl.nasa.gov>
Subject: PIV-II Credential Update #1 ‘ :
X-Source-IP: pc01039085430 jpl.nasa.gov [137.78.3.84]
X.Source-Sender: Jerry, W.Suitor@jpl.nasa.gov
K-AUTH: Authorized : :
Reply-To: Jerry Suitor <Jerry. W .Suitor@jpl.nasa.gov>

Many people have asked various questions about the current “new” NASA badge and how this fits into
the PIV-II credential Jiscussed in the email message of March 28. There have also been other
) guestions Or COmments. Let me try to add €ss afew things. )

" The Silver One NASA Badge

The silver One NASA badge program was started by NASA before the HSPD-12 requirements were

 jssued. It was a desire on NASA's part to have a common badge across the agency. The One NASA
badge is different from the PIV-II credential that is part of the Federal gQVernment»wide‘comi:non ‘
badge program. The PIV-TI credential has different requirements than the One NASA badge including
the assignment of a risk level depending on the individual’s position and responsibility and the need

for a different type of background investigation. Sothe simple answer to the question, “Is the PIV-II
credential process different from the silver One NASA badge process? ” isyes. S

Some people havé already recejved their One NASA badge and have asked if they can skip some of.
' the steps of the PIV-II credential, such as fingerprinting. Unfortunately the answer ismo. The
requirements are different for the PIV-II credential. The photo requires a higher resolution picture than

was taken for your One NASA badge. The background investigation requirement is different than for -
the One NASA badge. A different form is required and a different level of investigation is also

required: Additionally, it is a reqiirement for the PIV-II credential that fingerprints be taken af the -

. : S ) . oA A
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Exhibit 4
Page 13



time of processing and confirmation of identity at the same time must be done. We have tried to find
ways to-simplify the process but these requirements are firm. :

The New Badge and Badge Readers '

Not all is lost from the One NASA badge experience. As it turns out, the current badge readers will
not work for the new PIV-II credential. So for the time being, all of us will need to have both the One
NASA badge and the PIV-II credential until the badge readers can be changed out sometime next year.

For those of you who were fairly early in the One NASA badge process, such as myself, the
ﬁngerptinﬁng experience was not that great. 1am assured by the Office of Protective Services (our
security people) that the techniques for getting the fingerprints have improved and the new equipment
sent to JPL by NASA will make the fingerprinting experience fastér and easier. - :

Personnel with Security Clearances’ _ , .
‘Peaple who have a security clearances will not need to re-apply for the PIV-1I credential. The:
background investigation and other work done for the security clearances is more than sufficient. The
only things needed will be a new photo (due to the higher resolution requirements of the PIV-II
credential) and two fingerprints to be encrypted on the PIV-H credential chip. Those of you in this
situationi will receive an email from the Office of Protective Services when it is time to come to the

badging center and do these things.

Email Address for HSPD-12 o ‘ .
We goofed. We transposed two letters, the “d”™ and the “p” in the email address of my earlier message. -

The correct email address should be hspd12@ipl.nasa gov .

Jerry’s Email Problems . ‘
I had a major issue with my email this week. Some messages were lost, | have been trying to respond
to everyone’s messages within one or two business days. If you have not heard from me, that may
mean that I have lost your email message. If the information in this update does not answer your,

questions, please send me another message.

Final Word : . '
-1 would like to thank all of you who responded with questions. Please feel free to continue sending
emnails and I will continue to get responses back within one or two business days for as many of the
«questions and issues as possible.. Some questions may take a little more timé to research. '

e
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